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Pupils explore how the Internet gffers an amazing woy to collahorate
h as distinauishing | . . and. nositi

2. Privacy and Security

&

They learn how to create strong passwords, how to avoid scams and,
schemes, and how to analyse privacy policies.

3. Relationships and Communication

T




O

Pupd&warnwhutwdoﬁﬂwg,mmwedmacgbubwbgmgzm
negawreand,posww cmunpuctmw}nend&and,bmadzr
(md,buud,posm supportive online communities.

5. Digital footprint and reputation

Pupils learn to protect their own privacy and respect others’ privacy. Our
digital world is permanent, and with each post, pupils are building a
digital footprint. By encouraging pupils to self-reflect
before they self-reveal, they will consider how what they share online
can impact themselves and others.

6. Self-image and Identity

o

These lessons are designed to help pupils explore their own digital




techniques, pupils learn how to evaluate the quality, credibility, and

8. Creative Credit and Copyright

You should cover at least one aspect of E-safety each half term.
This may be a short series of lessons or just one lesson.




Yewr Group

E-Safety Topics related
to themes

EYFS

e Understanding the World

KS1 (Cycle 1)

¢ Going Places Safely
¢ A-B-C Searching
e Keep it Private
e My creative work

e Sending email

KS1 (Cycle 2)

* Staying safe online
¢ Follow the digital trail
e Screen out the mean
e Using keywords
e Sites I like

LKS2 (Cycle 1)

e Powerful passwords
e My Online Comununity
e Things for Sale
e Show Respect Online
e Writing Good Emuails

LKS2 (Cycle 2)

e Rings of R hilit
e Private and Personal Information
¢ The Power of Words

¢ The Key to Keywords
e Whaose is it, anywuy?

UKS2 (Cycle 1)

l. |s L] .

e Digital Citizenship pledge
e You've won a prize
e How to cite a site

e Picture Perfect

UKS2 (Cycle 2)

e Talking Safely Online
e Super Digital Citizen
¢ Privacy Rules
e What is cyher-bullying?
o Selling Stereotypes




National Cuwrricwlum Ohjectives.
EYFS - Understanding the World
Can follow the links for KS1 , or look at the links at the end of this document.
Twinkl has a scheme for EYFS.

KS1 (Cycle 1)
Topic Theme Task

Pupils learn that they can go to
O exciting places online, but they need to

Jollow certain rules to remain safe.

alphahetical listings offer one way, to
Jind things on the Internet.
Pupils learn that marny wehsites ask
Jor information that is private and
such requests.

Pupils learn the hasics - title, name,

Pupils explore how they can use email
to communicate with real people



https://www.twinkl.co.uk/resources/home-early-years/early-years-understanding-the-world
https://digital-literacy.org.uk/curriculum-overview/fs-year1/fs-year1-sol-(1).aspx/
https://digital-literacy.org.uk/curriculum-overview/fs-year1/fs-year1-sol-(1).aspx/
https://www.commonsense.org/education/lesson-plans/unit-1-lesason-a-b-c-searching
https://www.commonsense.org/education/lesson/keep-it-private-k-2
https://www.commonsense.org/education/lesson/keep-it-private-k-2
https://www.commonsense.org/education/lesson/my-creative-work-k-2
https://www.commonsense.org/education/lesson/sending-email-k-2

KS1 (Cycle 2)
Topic Theme Task Key Question

Staying Safe Pupils understand, that they should How do you stay safe when yow
that are good for them to visit, and,
them.
put online leaves a digital footprint or
“trail.” This truil can be big or small,

Follow the Digital
Truil
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https://www.commonsense.org/education/lesson/staying-safe-online-k-2
https://www.commonsense.org/education/lesson/staying-safe-online-k-2
https://www.commonsense.org/education/lesson/follow-the-digital-trail-k-2
https://www.commonsense.org/education/lesson/follow-the-digital-trail-k-2
https://www.commonsense.org/education/lesson/screen-out-the-mean-k-2
https://www.commonsense.org/education/lesson/screen-out-the-mean-k-2
https://www.commonsense.org/education/lesson/using-keywords-k-2
https://www.commonsense.org/education/lesson/sites-i-like-k-2

LKS2 (Cycle 1) uestion
Topic Theme e Koy uestl
How do you create a secure

>

p,as,s,v\rm*ti?

How does the Internet connect you
to others?

Pupils explore the concept that people

can connect with one another through

the Internet. They understand how the
online can unite o community.

Pupils examine websites that are

igned to encourage them to buy, a

icular product. Pupils leam to

promote and sell products on these
sites.

Pupils explore the similarities and How can I make sure my, emails

- and, are clear and respectful?

online communications, and then leam

how to write clear and respectful
emails.

Pupils explore the components of a. | How is writing, an email similar to

well-written, email. or different from writing, a letter?

How do  some wehsites try to- get
ggwt(rbwgzw?



https://www.commonsense.org/education/lesson/powerful-passwords-k-2
https://www.commonsense.org/education/lesson/powerful-passwords-k-2
https://www.commonsense.org/education/lesson/my-online-community-k-2
https://www.commonsense.org/education/lesson/my-online-community-k-2
https://www.commonsense.org/education/lesson/things-for-sale-k-2
https://www.commonsense.org/education/lesson/show-respect-online-k-2
https://www.commonsense.org/education/lesson/show-respect-online-k-2
https://www.commonsense.org/education/lesson/writing-good-emails-k-2
https://www.commonsense.org/education/lesson/writing-good-emails-k-2

LKS2 (Cycle 2)

Toni

Task

Rings of
Responsihili

Theme

0

Pupils explore what it means to take
on ibilities in both their offl
and online communities as o way to
learn how to be good digital citizens.

B

As pupils visit sites that request
learn to adopt a critical inguiry
pxoces&ﬂwtempomr&thmwpmtwb
identity theft.

Pupils consider that they may
kids that can make them feel angry,
hwrt, sad, or fearful. They explore

how to respond in the face of

Pupd&Leamstmtzgw&tcrmmasathe,
Theg,wmpamtlwmuﬂberand,kmd&@
sites ohtained and make inferences
strutegies.

Pupils learn that although the Internet
makes. it very easy, copying the work
of others and, presenting it as one’s
own is called plagiarism. They also
is permissible to use the work of
others.



https://www.commonsense.org/education/lesson/rings-of-responsibility-3-5
https://www.commonsense.org/education/lesson/rings-of-responsibility-3-5
https://www.commonsense.org/education/lesson/private-and-personal-information-3-5
https://www.commonsense.org/education/lesson/private-and-personal-information-3-5
https://www.commonsense.org/education/lesson/private-and-personal-information-3-5
https://www.commonsense.org/education/lesson/the-power-of-words-3-5
https://www.commonsense.org/education/lesson/the-power-of-words-3-5
https://www.commonsense.org/education/lesson/the-key-to-keywords-3-5
https://www.commonsense.org/education/lesson/the-key-to-keywords-3-5
https://www.commonsense.org/education/lesson/whose-is-it-anyway-3-5
https://www.commonsense.org/education/lesson/whose-is-it-anyway-3-5

Year 5-6 (Cycle 1)

Topic

Theme

Strong passwords

@

Digitnl, Citjzenship ,
Pledge

DO

online community?

You've Won a
Prize

Pupil&lewnwlwtspunv'i&, the forms it

What is spam, and what can yow
do about it?

How to Cite a Site

Pupils,r?}lzctont}wunpm‘rumoﬂ

How do I cite different types of
online sources?



https://www.commonsense.org/education/lesson/strong-passwords-3-5
https://www.commonsense.org/education/lesson/digital-citizenship-pledge-3-5
https://www.commonsense.org/education/lesson/digital-citizenship-pledge-3-5
https://www.commonsense.org/education/lesson/youve-won-a-prize-3-5
https://www.commonsense.org/education/lesson/youve-won-a-prize-3-5
https://www.commonsense.org/education/lesson/how-to-cite-a-site-3-5
https://www.commonsense.org/education/lesson/picture-perfect-3-5

Year 5- 6 (Cycle 2)

Theme

Task

Key Question

6

Pupils learn that, while people
online, they should he cautious
with online-only friends and,
never reveal private information
without asking a porent or trusted,
adult for permission.

What's the difference between Internet
Jriends and, in-person friends?

Pupils explore what it means to
communities as a step toward

How can people help others to he good,
igital citizens?

Pupils,lzwnﬂwtduidmns,

How do youw know if a website protects
your pri ing Lo

What is cyberbullying, and how do yow
deal with it?

How do we learn about stereotypes of



https://www.commonsense.org/education/lesson/talking-safely-online-3-5
https://www.commonsense.org/education/lesson/talking-safely-online-3-5
https://www.commonsense.org/education/lesson/super-digital-citizen-3-5
https://www.commonsense.org/education/lesson/super-digital-citizen-3-5
https://www.commonsense.org/education/lesson/privacy-rules-3-5
https://www.commonsense.org/education/lesson/whats-cyberbullying-3-5
https://www.commonsense.org/education/lesson/whats-cyberbullying-3-5
https://www.commonsense.org/education/lesson/selling-stereotypes-3-5

Resowrces

BBC ChatGuide
htp:/ /www:.bhe.co.uk/chatguide

The BBC ChatGuide website provides a range of
resowrces aimed, at children, teenagers; |

and, teachers. provides resources
The Key Stage 2 teaching pack safety t"
assist with providing o lesson on internet. Jor
children. The downloadable resources include a
ChatGuide video and, notes for teachers, including,

ions for whole-class activities and a temp

letter telling parents what they can do to help their
children learmn the ‘rules of the online road'. A Key
Stage 3 version of. the pack is also available.

]
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Bullying Online

http://www.hullying.co.uk

Bullying Online is an online help and advice ;,,s

combating all forms. of bullying. Sections for pupils,
and schools cover the subject of

cyherbullying,

with advice on topics including:

Wwwwmmm slqp{wlgl

* mobile phone bullying, and, happy

- dangerous websites

- ahusive wehsites. service

Bmommmmm oBOT




CBBC - Stay Safe

http://www.bhc.co.uk/chhc/

CBBC's Stay Safe wehbsite invites children to join

Dongle the rubhit in leaming how to stay safe on the

weh. The site features a cartoon and quiz, along with

a screensaver and wallpaper giving tips on safe surfi

ng.

Visitors to the site can also print out Dongle's

Jactsheet

reinforcing the SMART rules, which have heen

adapted,

to give advice on mohile phone use also.

The site links to the BBC ChatGuide website and to

support to young, people, such as Think U Know,
Kidsmart and NCH

CyherQuoll
http://www.cyherguoll.com.aw
CyherQuoll helps primary school pupils, aged 8-12,
mwws@a@ﬂm@mawojm,
lnteractive

activities. It has heen developed by NetAlert -
Austrulia’s Internet Safety Advisory Body - but the
general safety messages still hold for a UK audience.
The main leaming tool is an interactive story in
Wl’lj,d’b

A rangzo;[&teadws, materials are avuilable online to
support this resouwrce.

CyberQuell




Cyhersmart Kids Online
http://www.cyhersmartkids.com.aw
This site has been created by ACMA - the Australian
Cormmu’lioation&and,Media,Auﬂwﬁtg, which,i&
comuTuunications, telmnmuuumiwon&and,onhm

content. The general safety messages still hold, for a

UK audience.

Cyhersmart Kids Online provides information on

‘smart net swifi ng for kids and their grownups’. The

phones, and o quiz.

Content in the main information sections is split into

three user types — littlies, kids and young people -

depending on their age and/or level of

understanding.

A teachers’ section provides lesson plans, homework

help and links to good educational sites, many, of
which are UK based.

FKBKO - For Kids By Kids Online

http://www.fkhko.co.uk
FKBKO provides a range af e~-safety information for

children and young people, covering:
+ the weh,

* peer 2 peer
+ mohiles.
Topics under each section are typically categorised,
by ‘beginner’, ‘intermediate and ‘advanced .
The ‘HQ’ section also provides some useful
+ How does the internet work?
+ How is my, computer identifi ed?
- Am I invisible on the internet?

090C09OOO0OOOS .




* Who is in charge of IP addresses

Hector’'s Worldrm

http://www.hectorsworld.com

Hector Protector® - a hottlenose dolphin - and
his underwuter friends aim to help children aged
3-10 stay safe in cyberspace in Hector's World.
This resowrce comes from NetSafe® - the cyber
safety education programme of New Zealand's
Internet Safety Group - but the general safety
mzssugz&snu,hutd,oﬂora,UK audience.

AWW@O}WW@WHWW
button. Once downlouded, Hector can swim
alongside
children (in a comer of their computer screen) as
they swif the intermet using Internet Explorer or
communicate with others using Outlook or Outlook
Express. A child who is upset or worried about an
image on the screen can click on Hector. An
underwuter scene then covers the screen and a
reassuring message is displayed saying that the
adult help. The Hector safety button can be
downlouded from the Microsoft New Zealand
wehsite [http://www.microsoft.com/nz/athome/
security/children/hector.mspx].




iKeepSafe.ory
http://www.ikeepsafe.ory

Screen shot reprinted with permission from the Internet Keep
Safe Coulition,

iKeepSafe.org - the online home of the US-hased
Internet Keep Safe Coulition — teaches the basic rules
af e-safety to children and parents. Although the site

is
US-hased, the general safety messages still hold for
a
UK audience.
The wehsite uses an animated mascot, Faux Paw the
Techno Cat, to teach children the importance of
unsuitable material on the intermet. Children can
learn,
how to safely navigate the internet through a virtual
playground, Faux Paw’s adventures in story hooks,
an
Educational materials, including worksheets and,
tests,

are also avuailable for parents and teachers.

Internet Proficiency Scheme for
Key Stage 2 pupils
http://www.gridclub.com/teachers/
t_internet_safety.html

The Intermet Profi ciency Scheme for Key Stage 2
pupils, developed by Becta, QCA and the DJES,
aims to develop a set of safe and discriminating
hehaviowrs for pupils to- adopt when using the
intermet and other technologies.

Hosted on the GridClub wehbsite, the scheme consists
of an interactive wehsite, called CyherCafe, and a

’-'3'&‘,"5"‘;3'
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The teachers’ pack fi les can be downlouded as PDF

Internet Safety Zone

http://www.internetsafetyzone.
com/kids

The Intermet Safety Zone provides o range of e-safety,
information categorised, into two key areas for under
12s and, over 13s.

The under-12s area deals with a range of general

e~safety, topics, such as:
- chat

Themt&agznaml,szdwnmrepomng/probwm&
Th@s&zalsvmwde&wsmnﬁorpammoowing/
concerns which parents might have. There is
extensive

information on how parents can help their children to
handle problems and encourage ‘cyberwellness .

; ,, inbernet seteby zene




Kidsmart
http://www.kidsmart.org.uk/yp/
under11

Childnet International's Kidsmart wehsite has a
section for young people under the age of 11,
The site also includes games, competitions and a
gallery of young people’s artwork on how to stay,
safe online.

The wehsite reinforces the SMART rules and has
additional sections for teachers, and parents
and carers.

NetSmartzKids
http://www.netsmartzkids.org

The NetSmartz workshop is an interactive,
educational

safety resource from the National Center for Missing
& Exploited Children® (NCMEC) for children aged
5-17, parents, guardians, educators and law

to teach children and young people how to stay safer
on the intemet.

NetSmartzKids.org, aimed at the lower age groups,
teaches internet safety messages in a fun way using
a runge of characters, songs, videos and quizzes.

The site is USA hased, but the general safety,
messages still hold.
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Netty's World
http://www.nettysworld.com.aw

Netty's World helps young children, aged 2-7, learn
abhout internet safety through a range of fun,
inteructive activities. It has heen developed by
NetAlert

- Australic’s Internet Safety Advisory Body, - but the
general safety messages still hold for a UK audience.
The main leaning tool is Netty's net adventure, in
which Netty travels through a numhber of adventures
encounter on the internet. Each adventure includes

mterrwtsu}ety,topw&

All of the activities reinforce ‘Netty's fi ve forget-
menot's’
— important safety, messages specifi cally
developed for o younger audience:
* Get help
+ Be nice
« Think again
« Stay safe and secwre
- Protect what's private

e
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PHONEbruin
http://www.phonebruin.org.uk
PHONEhruin is a new wehsite from ICSTIS (the
premium rate services regulator), aimed at children
and young people aged 10-13.
Covering four key areas — mohile, landline, TV and
PC - the site aims to show young people how to stay
charges to phone hills.

The site uses a numhber of real-life case studies to
reinforce the key messages. Other resources include
a jargon buster, technology overview covering 3G
services, Wireless Application Protocol (WAP),
Bluetooth, and Voice over Internet Protocol (VoIP),
and a FAQ section.

Teaching resouwrces include a lesson plan, PowerPoint
which can he downloaded as PDF documents.

Visitors to the site can build up virtual credits by,
loti . and activities. Suffi ci
credits allow users to customise their virtual phones.




QUICK: The QUality
Information ChecKlist
http://www.quick.org.uk
The QUICK website is a teaching aid for Key Stages 2
and 3, and in particular years 5, 6 and 7. It aims to
:ﬁ' intemnet, by using fi ctional examples, quizzes
puzzles to encowruge children to explore the concepts
around information quality. Although many
examples
are health related, the concepts can be used with any
Themwwusz}{w prmxahlzsmwry,checkhsbﬁor

, and a teachers’ guide.

Evzrg,%crthu&bwmnwdewtmwt}wwpgngluhulduoj&ﬂu&m
wv:}wubswzces& thavuuwuwedwmﬂwupdaudpuhlwauonbused
to provide useful e~safety resources. Shmudtfwcopgrbg}whotderwww
to contact us, please send an email to- publications@hbecta.org.uk.

QUICK

The Qillity Information Checthst

Here are eight ways of checking Information on web sites.

b Ts It clewr L%}
wnirten the isfermation?

12 1t daar who has wnsan e information?
Aro the amas of e % clear?
Does he a9 achievs |5 ams?
s f18 590 relevant © ma?
Can tha Infarmaton be checked?
When was e 5% produced?

Safe Swifi ng with Doug
http://www.disney.co.uk/
DisneyOnline/Safeswifi ng

Disney Online’s Safe Swifi ng with Doug, featuring
an animated Disney charucter, uses a variety of fun,
inteructive tools to help children and young people
learn e-safety messages.

Featwres include safe surfi ng tips, a printable cyher
charter, and o cyhemetiguette comic. There is also a

parents’ guide to safe swifi ng.




Staying SMART Online
http://www.kidsmart.org.uk/

taui |
Staying SMART Online from Childnet International is
age
children (aged 7-11). It can he used as a presentation
tool for teachers or as a stand-alone tool for children
to help reinforce the SMART rules.
ahout where Staying SMART fi ts within the National
Curriculum and how it could, be used as part of a
lesson or for a whole lesson. There are also

Swif Swell Island: Adventures

in intermet safety
http://disney.go.com/swfswell

Disney Online’s Swrf Swell Island site is a quiz-driven
adventure game.

Internet sofety materials are presented in a series of
three games, each featuring a classic Disney
character

and focusing on an area gf concerm: privacy, viruses

TthhaMzngao;ﬁDoomnwgwwbrmg&together
the content from the fi rst three games. By answering
correctly, children gain access to a collection of Swif-
Swell-themed activities located, in the
passwordprotected

Treasure Palace.

The site features o printable teachers’ guide, which,
although hased on the US cwriculum, gives useful

Staying SMART Online

<7 glide to internet sataty

¥
o How can you use the Internet?
‘w [ [Click an tha buttans belaw ta find out)
b
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ideas about how to use this resource in the
classroom,

along with a variety of extension activities. A
parents

resowrce

in the home.

Extru E-Safety Resources

The following wehbsites have a wealth of resources that will help you to address the requirements of the E-safety element of the National Cwriculum for
Computing. The ohjectives for each area of E-Safety are set out on the document Education for a Connected World. The areas are:

Self image &identity
Online relationships
Online reputation
Online bullying,
Managing online information
Health, well-heing & lifestyle
Privacy & security,
Copyright & ownership
Thzobgme&sm}rmnagmlr -7, so cover EYFS and KS1. Then 7-11 for KS2. There are objectives in all areas for both key stages.
UK Safer Internet Centre
https://www.saferinternet.org.uk/ advice~ centre/teachers-and-school-staff/teaching- resources
Lesson plans, films, games, quizzes, drama activities and morel
Childnet Intermational
https://www.childnet.com/resources/ online-safety- and-computing
Wealth of resources for EYFS/KS1 and KS2. Downloud the PDF or browse through it for what you want to teach. Link to other sites included.

Teaching Online Safety in Schools
https://www-.gov.uk/government/ publications/teaching- online-safety-in-schools

This guidance outlines. how schools can ensure their pupils understand how to stay safe and hehave online as part of forthcoming and existing curriculum
reguirements.



https://www.gov.uk/government/publications/education-for-a-connected-world
https://www.saferinternet.org.uk/advice-centre/teachers-and-school-staff/teaching-resources
https://www.childnet.com/resources/online-safety-and-computing
https://www.gov.uk/government/publications/teaching-online-safety-in-schools

